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DETAILED ACTION 

1. Applicant's arguments filed December 13, 2006, have been fully considered. 

2. Claims 1-25 are pending and have been examined. 

Response to Amendment 

3. Applicant's arguments with respect to the prior art have been considered but are 
moot in view of the new ground(s) of rejection. 

4. The rejection of claims 1-23 and 25 under 35 U.S.C. 1 12, second paragraph, is 
withdrawn. 

Allowable Subject Matter 

5. The indicated allowability of claims 1-23 and 25 is withdrawn in view of the newly 
discovered reference(s) to Tagawa et al. (US Patent 7,096,504, hereinafter Tagawa). 
Rejections based on the newly cited reference(s) follow. 

Claim Objections 

6. Claim 9 is objected to because of the following informalities: "description 
means", perhaps "decryption means" was intended. Appropriate correction is required. 

7. This is not intended to be a complete list of informalities. 

Claim Rejections - 35 USC § 102 

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the Invention was described In (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
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only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

9. Claim 25 is rejected under 35 U.S.C. 102(e) as being anticipated by Tagawa. 
Regarding claim 25, Tagawa teaches 

a recording medium storing a computer-readable program for transferring 
encrypted content data from a data transfer apparatus having a first 
memory storing said encrypted content data to a second memory 
accommodated in a first external apparatus connected to said data 
transfer apparatus and a third memory accommodated in a second 
external apparatus connected to said data transfer apparatus, said 
computer-readable program comprising (abstract, col. 9, lines 65-67, 
col. 10, lines 1-43): 

discriminating between said first external apparatus which can record 
only encrypted content data to said second memory and said second 
external apparatus which can record only decrypted content data to said 
third memory (col. 11, lines 1-45); 

if said first external apparatus is discriminated decrementing a transfer 
count of the encrypted content data when transferring said encrypted 
content data from said first memory to said first external apparatus, 
incrementing said transfer count when said encrypted data are returned 
from said first external apparatus, and disabling the transfer of said 
content data from said first memory to said first external apparatus if said 
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transfer count has exceeded a predetermined limit value (col. 11, lines 
25-67, col. 12, lines 13-60); and 

if said second external apparatus is discriminated, disabling the return of 
the encrypted content data from said second external apparatus (col. 11, 
lines 25-45). 

Claim Rejections - 35 USC § 103 

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

11. Claims 1-24 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Tagawa. 

Regarding claims 1, 9, and 17, Tagawa teaches 

a data transfer system having a data transfer apparatus and at least one 
of a first external apparatus and a second external apparatus which can 
be selectively connected to said data transfer apparatus, said data 
transfer apparatus comprising (abstract): 
transfer means for transferring content data encrypted in a 
predetermined manner from a first recording means which can store 
encrypted content data to said first external apparatus and said second 
external apparatus (col. 9, lines 65-67, col. 10, lines 1-43); 
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discrimination means for making discrimination between said first 
external apparatus which can record only encrypted content data to a 
second recording means accommodated in said first external apparatus 
connected to said data transfer apparatus and said second external 
apparatus which can record only decrypted content data to a third 
recording means accommodated in said second external apparatus 
connected to said data transfer apparatus (col. 11, lines 1-45); and 
if said first external apparatus is discriminated by said discrimination 
means, control means for decrementing a transfer count of the encrypted 
content data when transferring said encrypted content data from said first 
recording means to said first external apparatus, incrementing said 
transfer count when said encrypted content data are returned from said 
first external apparatus, and disabling the transfer of said content data 
from said first recording means to said first external apparatus if said 
transfer count has exceeded a predetermined limit value (col. 11, lines 
15-45) and, 

if said second external apparatus is discriminated by said discrimination 
means, said control means disabling the return of the encrypted content 
data from said second external apparatus (col. 11, lines 25-45); 
said second external apparatus comprising: 
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receiving means for receiving the content data encrypted in a 
predetermined manner from said transfer means (col. 9, lines 65-67, 
col. 10, lines 1-43); 

and recording means for recording said content data decrypted by said 
description means into said third recording means (col. 10, lines 32-67). 
Tagawa does not expressly disclose decrypting said content data encrypted in a 
predetermined manner received by said receiving means. However, Tagawa does teach 
receiving encrypted information and encrypting/ decrypting means at the terminal and 
decrypting/ encrypting information received/ prior to send to card (col. 23, lines 60-67, 
col. 24, lines 1-11). 

Therefore, it would have been obvious to one having ordinary skill in the art at 
the time the invention was made to encrypt/decrypt data at every step during the 
receiving/sending in the system of Tagawa. One of ordinary skill in the art would have 
been motivated to perform such a modification to maintain end-to-end security and 
provide data integrity, confidentiality, and availability (col. 33, lines 30-60). 
Regarding claims 2, 10, and 18, Tagawa teaches 

wherein said second recording means accommodated in said first 
external apparatus is a flash memory (col. 2, lines 1-22). 
Regarding claims 3, 11, and 19, Tagawa teaches 

wherein said third recording means accommodated in said second 
external apparatus is a magneto-optical disk (col. 2, lines 1-22). 
Regarding claims 4, 12, and 20, Tagawa teaches 
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wherein said first recording means is a hard disk (col. 10, lines 32-43). 
Regarding claims 5 and 13, Tagawa teaches 

wherein said second external apparatus has decryption means for 
decrypting the encrypted content data transferred from said data transfer 
apparatus, recording the content data decrypted by said decryption 
means into said third recording means (col. 24, lines 59-67, col. 25, 
lines 1-35). 

Regarding claims 6, 14, and 21, Tagawa teaches 

first receiving means for receiving the encrypted content data and a 
control signal from a content server (abstract, col. 10, lines 1-43); 
second receiving means for receiving unencrypted content data from a 
package medium (col. 11, lines 1-45); and 

if said second external apparatus is discriminated by said discrimination 
means, determination means for determining whether or not to transfer 
said content data from said content server on the basis of said control 
signal attached to said content data supplied from said content server 
(abstract, col. 10, lines 44-67). 
Regarding claims 7, 15, and 22, Tagawa teaches 

wherein said control means restricts the transfer count of said content 
data supplied from said content server, said content data being 
transferred from said first recording means to said second external 
apparatus (col. 12, lines 12-60). 
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Regarding claims 8, 16, and 23, Tagawa teaches 

first receiving means for receiving encrypted content data and a control 

signal supplied from a content server (abstract, col. 10, lines 1-43); 

second receiving means for receiving unencrypted content data supplied 

from a package medium (col. 11, lines 1-45); and 

encryption means for encrypting said unencrypted content data supplied 

from said package medium and received by said second receiving 

means (abstract, col. 24, lines 32-67, col. 25, lines 1-16).; 

if said second external apparatus is discriminated by said discrimination 

means, transferring the content data encrypted by said encryption means 

to said second external apparatus (abstract, col. 10, lines 44-67). 

Regarding claim 24, Tagawa teaches 

a data recording apparatus which receives encrypted content data from a 
data transfer apparatus having a first recording medium storing said 
encrypted content data and records the received encrypted content data 
to a second recording medium (col. 9, lines 65-67, col. 10, lines 1-43), 
comprising: 

communication means for performing bidirectional communication with 
said data transfer apparatus (col. 10, lines 1-43); 
recording means for recording said content data decrypted by said 
description means to said second recording medium (abstract, col. 10, 
lines 1-43); and 
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control means for disabling the return of said content data from said 
second recording medium to said data transfer apparatus through said 
communication means (col. 11, lines 25-45). 
Tagawa does not expressly disclose decrypting said encrypted content data 
supplied from said data transfer apparatus through said communication means and 
performing authentication with said data transfer apparatus through said communication 
means. However, Tagawa does teach receiving encrypted information and encrypting/ 
decrypting means at the terminal and decrypting/ encrypting information received/ prior 
to send to card (col. 23, lines 60-67, col. 24, lines 1-11) and authenticating parties to a 
communication (col. 7, lines 60-67, col. 8, lines 1-42). 

Therefore, it would have been obvious to one having ordinary skill in the art at 
the time the invention was made to encrypt/decrypt data at every step during the 
receiving/sending in the system of Tagawa and perform authentication of all/any 
parties/y to a communication exchange. One of ordinary skill in the art would have been 
motivated to perform such a modification to maintain end-to-end security and provide 
data integrity, confidentiality, and availability (col. 33, lines 30-60). 
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Conclusion 



12. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David G. Cervetti whose telephone number is (571) 272- 
5861. The examiner can normally be reached on Monday-Friday 7:00 am - 5:00 pm, off 
on Wednesday. 

13. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on (571) 272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

14. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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